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INTRODUCTION
Information incidents threaten the confidentiality, integrity and availability of the West Midlands
Pension Fund’s (the Fund’s) information and data. The Fund, through its Data Management
Framework seeks to prevent, mitigate and minimise the potential threat and impact of such
incidents.
The Fund’s administering authority is the City of Wolverhampton Council (the Council). The Fund
liaises with the council in various areas of its Data Management Framework, including data
protection and freedom of information.

PURPOSE
The purpose of this policy is to ensure that the Fund is able to react appropriately to any actual,
or suspected, security incidents relating to any of its information, be it digital, paper-based or any
other media.
This policy sets out the principles for the management of information incidents, responsibilities
of individuals within and outside of the Fund, compliance with the necessary legislation and
regulations and review requirements.
This policy forms part of the Fund’s Data Management Framework and should be read in
conjunction with the following:
• Freedom of Information Policy
• Data Protection Policy
• Cyber Security Strategy
• Information Incident Management Policy

OBJECTIVES
This Information Incident Management Policy seeks to ensure that the Fund:
• Understands and recognises actual or suspected information security events and incidents
when they arise
• Acts in a way that ensures that the event or incident is managed and resolved promptly,
minimising the impact upon the public, the Fund and any relevant third party
• Records, investigates and rectifies the event or incident in the appropriate way, contributing to
a continual cycle of improvement in information security
It does this through implementing:
• An information incident contact
• An operational logging and monitoring point
• A documented set of information incident management procedures
• A documented investigation and reporting procedure
• A documented set of prompt evaluation, escalation and remedial action procedures
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SCOPE
This policy applies to all Fund officers, members of the Fund’s Pensions Committee and Local
Pension Board, partner agencies, contractual third parties and agents of the Fund who use Fund
information, ICT facilities and equipment, or have access to, or custody of, any Fund information.
All parties listed above must understand and adopt use of this policy and are responsible for
ensuring the safety and security of the Fund’s information assets.
All users have a role to play and a contribution to make to identify potential risks to the safe and
secure use of information and any information technology.

DEFINITION
The Fund considers the definition of an ‘Information Incident’ as an adverse event affecting an
information asset that has caused or has the potential to cause a significant impact on the
public or community, the Fund, its service users, its employees, or its partners. Examples of an
adverse effect include but may not be limited to, physical harm, embarrassment or distress to
individuals, damage to organisational reputation, loss of control of information or a financial
impact. Examples of the most common Information Security Events and Incidents are listed in
Appendix A. It should be noted that this list is not exhaustive.
Management of these issues is concerned with the root cause of the incident or event. This
includes the compromise and misuse of information and information resources, intrusion, theft,
and the continuity of critical information processes.

POLICY
INFORMATION INCIDENT MANAGEMENT PRINCIPLES
The Fund implements the following principles for managing information incidents or events:
• The Fund has delegated an information incident contact point to report all types of information
incidents. This is the data protection inbox coordinated by the Governance team
(wmpfdataprotectionofficer@wolverhampton.gov.uk)
• Information capture / logging of all information events confirmed as data breaches or near
misses
• A set of documented processes and procedures in relation to data protection, specifically
information incident reporting. This includes specific guidance for the relevant officers dealing
with issues (Fund Governance Team)
• Relevant guidance or information available for all users upon request
• Documentation of information incident events including, initial reporting, internal
correspondence, progress tracking and incident resolution
• Documentation of procedures to ensure relevant communication and preservation of evidence
• Documentation of an escalation process where time critical elements apply, or if an
information incident is deemed as significant. The escalation for these issues at the Fund
is the Head of Governance and Corporate Services
• Completion of an information incident report form which includes the assessment of severity
consistent with risk management guidance
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• Incidents considered to be of a severe nature will be reported to Pensions Committee as
appropriate. This will be determined by the Fund’s DPO (Head of Governance and Corporate
Services)
• Data Incident reporting to be delivered to the appropriate officers, including the Senior
Management Team, where applicable
• Relevant processes, procedures and policies are to be maintained and reviewed as required
• All information incidents should be reported to the Governance Team

RESPONSIBILITIES
All Information Users
It is the responsibility of all Fund information users to be able to identify potential information
incidents or security events and to take immediate action by reporting these directly to the Fund
Governance Team.
Line Managers
All managers should ensure that their staff are aware of their obligations under this policy and
support them in meeting these obligations. Managers should also ensure the completion of the
Council’s mandatory Data Protection Training e-learning module(s). This includes completion
when commencing employment and re-completion in line with Council requirements.
Service Providers and Partnership Working
Any information security incident that involves Fund information must be reported without delay.
This is specified in contracts and data sharing agreements where applicable. Fund managers
and employees must be aware of similar obligations to other agencies if an information incident
or security events involves third party information. If you are concerned about an information
incident relating to third party information, then please contact the Fund Governance Team.
Information Incident Contact Point
The Governance Team are the information incident contact point at the Fund. The external contact
point is wmpfdataprotectionofficer@wolverhampton.gov.uk.
Fund staff are encouraged to use the internal online reporting form to highlight any information
incidents or security events, however, they can still contact the email above if needed.
The Governance Team’s procedures ensure that all events reported are promptly recorded,
investigated and rectified where possible.
Information Governance Team
As the Fund’s administering authority, the Council’s Information Governance Team has overall
responsibility for implementing and monitoring compliance by the Fund with all their information
governance policies.
ICT Security
The Fund has adopted a Cyber Security Strategy which outlines how the Fund protects members’
data from incidents of Cyber Crime, outlining the Fund’s control mechanisms for its pension
administration software system. The Council’s ICT Service are responsible for documenting and
maintaining the wide range of technical standards required to enable the Cyber Security Strategy,
in line with security best practice and government guidelines.
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Senior Information Risk Owner (SIRO)
The SIRO is responsible for ensuring that appropriate incident management plans are put in
place as soon as possible to deal with high impact incidents. The Fund’s Head of Governance
and Corporate Services is the designated Data Protection Officer (DPO), The Council’s Monitoring
Officer is the SIRO for the Fund.
The DPO is also responsible, with support from the Governance Team, for ensuring that all
incidents are subject to investigation and rectification in line with Fund procedures. The Fund’s
DPO will liaise with the Council’s SIRO where appropriate. The Fund’s Governance Team will
also liaise with the Council’s Information Governance Team where required.
The Fund’s Governance Team should be advised of all incidents affecting personal information
and should advise on communication with the affected data subjects and the Information
Commissioner’s Office in liaison with the Council’s SIRO and Information Governance Team.
Caldicott Guardian
The Caldicott Guardian as appointed by the Council will be involved in the incident management
process where the information security incident involves Community, Adult or Children’s or
Public Health information, to fulfil their role of championing the fair, legal and ethical treatment
of service user information within social care. The Governance Team will liaise with the council’s
Information Governance Team if this becomes applicable. The Fund will also liaise with wider
district and national authorities as required, where safeguarding issues arise.
Safeguarding
The Fund has adopted a Safeguarding Policy to ensure the protection of vulnerable individuals
from harm. The Fund works in conjunction with the Council and Multi Agency Safeguarding
Teams which reaches across all West Midlands Councils to ensure the protection of its most
vulnerable individuals.
Audit Services
The Council’s Audit Services Team are responsible for reviewing incident procedures and plans,
providing advice where securing evidence is an issue and or the involvement of the Police is
possible, undertaking investigations, reviews and providing advice. The Fund follows an annual
audit plan of review and action as designated by the Audit Services Team.

COMPLIANCE
Compliance with this policy and related procedures will be monitored by the Governance Team,
with overall responsibility from the Head of Governance and Corporate Services.
Issues of compliance will be reported to the Fund’s Senior Management Team and relevant
stakeholders where required. Any breach of this policy by a Fund employee may be seen as
misconduct and may result in disciplinary action.

POLICY REVIEW
A review of this policy will take place when appropriate, taking into account new or changed
legislation, regulations or business practices. As a minimum this policy will be reviewed biennially
by the Fund’s Governance team to ensure it remains up to date with Fund processes, procedures
and business objectives.
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APPENDICES
APPENDIX A: EXAMPLES OF INFORMATION SECURITY EVENTS AND INCIDENTS
Examples of the most common Information Security Events and Incidents are listed below.
It should be noted that this list is not exhaustive.
Criminal events:
• Theft of equipment, data or information, fraud or fraudulent activities
• ‘Blagging’ offences where information is obtained by deception e.g. unknown people asking
for information, such as a password or details of a third party, that could gain them access to
Fund information
• Attempts (either failed or successful) to gain unauthorised access to data or information stored
on Fund systems
• Copyright issues
Technical events:
• Changes to information or data or system hardware, firmware, or software characteristics
without the Fund’s knowledge, instruction, or consent
• Use of unapproved or unlicensed software on Fund equipment
• Unwanted disruption or denial of service to a system e.g. spam attacks; receiving unsolicited
mail of an offensive nature; receiving and forwarding chain letters – including virus warnings,
scam warnings and other emails that encourage the recipient to forward onto others
• Hardware/software failures
People Events:
• Accidental loss of equipment, data or information including handheld devices
• Human error e.g. emailing personal and/or sensitive information outside of the Fund’s network
either in error or without appropriate security measures in place
• Sharing/transfer of data or information, including personal and/or sensitive information with
those who are not entitled to receive that information; without the consent of the data subject;
and sharing more than the necessary amount of personal/sensitive information to complete
required tasks
• The unauthorised use of a system for the processing or storage of data by any person
• Accessing computer systems/applications using someone else’s authorisation e.g. user ID and
password; sharing access tokens or logins
• Leaving your desk without locking your computer/screen
• Disclosure of passwords/writing it down, and leaving it on display where it would be easy to
find and used by unauthorised users
• Printing or copying confidential information and not storing it correctly or confidentially e.g.
leaving documents on photocopiers or printers
Physical and Environmental events:
• Unforeseen circumstances e.g. fire or flood
• Unsecure premises
• Unlocked/unsecured workstations
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